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The TeamPCP Resurgence:
Triple-Tier Supply Chain
Compromise and the
'CanisterSprawl' Threat
▶ SANS ISC confirms the end of UNC6780's 'operational pause' with concurrent hits on
Checkmarx KICS, Bitwarden CLI, and the xinference PyPI package.

▶ Checkmarx confirms that sensitive GitHub repository data exfiltrated during a March 23
breach has now been published on the dark web.

▶ The discovery of the 'CanisterSprawl' npm worm indicates a shift toward self-propagating
malicious logic within CI/CD pipelines and developer environments.

A 26-day operational lull by state-linked actor UNC6780 concludes with a

synchronized assault on Checkmarx, Bitwarden CLI, and the PyPI ecosystem,

marking the debut of the 'CanisterSprawl' automated dependency worm.

BY  THE  CYBER  TRIBUNE  INTELL IGENCE  DESK    ·    WASHINGTON  /  LONDON

he relative silence of the past month has been shattered by a coordinated

offensive targeting the very tools used to secure the global software supply chain.

According to SANS ISC Update 008, the threat actor designated as UNC6780

(TeamPCP) has ended a 26-day operational pause with three concurrent compromises.

The most significant of these involves Checkmarx, a leader in application security

testing. Following an initial breach on March 23, 2026, the attackers have now published

sensitive data exfiltrated from Checkmarx's GitHub repositories on the dark web. This

data leak is not merely an act of extortion; it represents a strategic 'blueprinting' of

security logic that could be used to bypass static analysis tools globally. Simultaneously,

the Bitwarden Command Line Interface (CLI) has suffered a 'cascade compromise,'

where malicious code was injected into the tool's update mechanism. This allows the

SANDCLOCK malware to harvest administrative credentials from developers who rely on

Bitwarden for secret management. The Bureau assesses that this is a deliberate attempt

to 'poison the well' of the DevSecOps ecosystem, turning security and productivity tools

ACT I ONAB L E  THR EATS

CR IT ICAL

95%

ID: UNC6780 (TeamPCP / SANDCLOCK)

State-linked actor targeting the software supply

chain via compromised PyPI packages and

developer CLI tools.

H IGH

90%

ID: PhantomRPC (Windows RPC

Vulnerability)

Unpatched architectural flaw in Windows RPC

allows for local privilege escalation.
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into vectors for state-sponsored espionage. The timing of these attacks, following the

expiration of CISA's KEV remediation deadlines for related vulnerabilities, suggests that

UNC6780 is exploiting a window of 'patch fatigue' within federal and enterprise

networks.

EXECUTIVE TECHNICAL SUMMARY

The TeamPCP Resurgence: Triple-Tier Supply
Chain Compromise and the 'CanisterSprawl' Threat

The technical sophistication of the 'CanisterSprawl'

npm worm, identified during this campaign,

highlights a shift toward automated lateral

movement within developer environments. Unlike

traditional worms that target network protocols,

CanisterSprawl targets the 'Dependency Graph.' By

infecting the `xinference` PyPI package—which

boasts over 1.1 million monthly downloads—the

attackers have established a high-fidelity tunnel into

AI/ML research pipelines. The malware, a variant of

the 'Snow' suite identified in previous briefings,

utilizes a custom browser extension to intercept

session tokens and a persistent tunneler for C2

communication. The executive implication is clear:

the 'Trust Economy' of open-source and third-party

tooling is being systematically dismantled.

Organizations can no longer assume that a 'verified'

package on PyPI or a 'signed' binary from a security

vendor is inherently safe. The Bureau's technical

analysis of the Checkmarx leak suggests that the

attackers targeted KICS (Keeping Infrastructure as

Code Secure) to identify zero-day misconfigurations

in cloud environments before they are even

deployed. This 'Pre-Deployment Subversion' allows

an adversary to bake vulnerabilities into the

infrastructure itself. Mitigation requires a move

toward 'Hermetic Builds,' where all dependencies are

cryptographically pinned and audited in an isolated

environment. Furthermore, the use of Bitwarden

CLI as a vector necessitates a total rotation of all

secrets managed via CLI tools and the

implementation of hardware-backed MFA for all

developer access. [Sources: SANS ISC, The Hacker

News, BleepingComputer, The Cyber Tribune

Bureau]

AUD I T  P ROO F

Authenticity: Confirmed via
SANS ISC Update 008 and
Checkmarx official disclosure.

Impact: CRITICAL; direct
compromise of security tooling
and developer secret
management.

Directive: Rotate all Bitwarden
CLI-managed secrets; audit
PyPI 'xinference' and
'elementary-data' packages;
implement CI/CD pipeline
isolation.

1. [SANS ISC] TeamPCP Supply Chain Campaign: Update 008 (https://isc.sans.edu/diary/30862)

2. [The Hacker News] Checkmarx Confirms GitHub Repository Data Posted on Dark Web (https://thehackernews.com/2026/04/checkmarx-confirms-github-repository.html)

3. [BleepingComputer] PyPI package with 1.1M monthly downloads hacked to push infostealer (https://www.bleepingcomputer.com/news/security/pypi-package-with-11m-monthly-downloads-
hacked-to-push-infostealer/)

https://isc.sans.edu/diary/30862
https://thehackernews.com/2026/04/checkmarx-confirms-github-repository.html
https://www.bleepingcomputer.com/news/security/pypi-package-with-11m-monthly-downloads-hacked-to-push-infostealer/
https://www.bleepingcomputer.com/news/security/pypi-package-with-11m-monthly-downloads-hacked-to-push-infostealer/


⚡ Geopolitical Radar & Vulnerability Tracker

VU LN E RAB I L I T Y  MON I TOR

PhantomRPC HIGH Escalating

Architectural weakness in Windows RPC handling connections to
unavailable services.

FIRST  DISCOVERED

2026-04-27

IMPACTED  INFRASTRUCTURE

Local Privilege Escalation (LPE) to SYSTEM.

CRITICAL  MITIGATION  DIRECTIVE

No official patch; implement strict RPC filtering and
monitor for exploit paths.

CVE-2026-6920 CRITICAL Escalating

Chrome Android GPU Sandbox Escape allowing RCE.

FIRST  DISCOVERED

2026-04-20

IMPACTED  INFRASTRUCTURE

Active exploitation in the wild targeting mobile banking and enterprise apps.

CRITICAL  MITIGATION  DIRECTIVE

Force-update Chrome for Android to v144.0.x or
higher.

P E R S I S T ENT  CAMPA I GN  T RACK E R

CAMP-2026-001

UNC6780 (TeamPCP) Resurgence

ESCALATING

Latest: The 26-day operational pause has ended with a triple-tier compromise
of Checkmarx, Bitwarden CLI, and the xinference PyPI package.

EVOLUTION TIMELINE

UPDATE The 26-day operational pause has ended with a triple-tier compromise of
Checkmarx, Bitwarden CLI, and the xinference PyPI package.

CAMP-2026-004 ESCALATING

GEOPO L I T I CA L  I N T E L L I G ENC E  RADAR

G LO B A L  /  I TA LY  /  CH I N A

Extradition of Chinese National Signals Intensified
Transatlantic Cyber-Law Enforcement

The extradition of an alleged Chinese state hacker from Italy to the U.S.

marks a significant shift in European cooperation with American cyber-

prosecution. Historically, EU nations have been hesitant to extradite for

'state-sponsored' activity. This move likely triggers retaliatory 'tit-for-tat'

cyber operations against Italian infrastructure by groups like

'GopherWhisper' or 'Volt Typhoon.' The Bureau anticipates a surge in

espionage targeting Italian aerospace and defense sectors as a direct

response to this legal escalation.

S O U T H E A S T  AS I A  /  CAMBOD I A

Sanctions on Cambodian Scam Networks Target the
'Fraud-as-a-Service' Infrastructure

U.S. sanctions against Cambodian scam syndicates highlight the convergence

of human trafficking and cyber-enabled financial crime. These networks,

often operating with local protection, provide the 'foot soldiers' for the $2.1

billion social media scam economy reported by the FTC. By targeting the

financial nodes of these networks, the U.S. is attempting to disrupt the

liquidity of the 'Pig Butchering' ecosystem, which increasingly utilizes AI-

generated deepfakes to lure victims.

I N D I C AT O R  O F  C O M P R O M I S E  ( I O C )  S U M M A R Y

[Package] elementary-data
Context: Malicious PyPI package (Infostealer)

[Package] xinference
Context: Compromised PyPI package (TeamPCP)

Verified against active research batch. Apply with caution.



PhantomRPC Exploitation

Latest: Discovery of five unpatched exploit paths in Windows RPC handling of
unavailable services.

EVOLUTION TIMELINE

UPDATE Discovery of five unpatched exploit paths in Windows RPC handling of
unavailable services.

CAMP-2026-005

BlackFile Retail Extortion

ESCALATING

Latest: Attackers linked to 'The Com' are utilizing swatting tactics against
retail executives to force ransom payments.

EVOLUTION TIMELINE

UPDATE Attackers linked to 'The Com' are utilizing swatting tactics against retail
executives to force ransom payments.

EMERG I NG  NARRAT I V E S

I N - D E P T H  ANA LY S I S

ADT and Medtronic Breaches: The Vulnerability of the 'Safe Home' and 'Safe
Body' 90% CONFIDENCE

Home security giant ADT and medical device leader Medtronic have both confirmed massive data breaches. ADT's breach, claimed by the

ShinyHunters group, affects 5.5 million people, while Medtronic is investigating the theft of 9 million records. These incidents underscore the

high value of 'Life-Critical Data.' The Bureau assesses that this data is being aggregated by threat actors to create 'High-Fidelity Personas' for

advanced social engineering and insurance fraud.

I N - D E P T H  ANA LY S I S

Beijing-Linked 'Spamouflage' Targets Tibetan Elections 85% CONFIDENCE

The Digital Forensic Research Lab (DFRLab) has identified a sophisticated disinformation campaign targeting the Tibetan parliament-in-exile.

The operation, linked to the 'Spamouflage' network, utilized AI-generated avatars to spread discord. This highlights the continued use of

'Influence-as-a-Service' to destabilize democratic processes outside of China's direct control.

1. [The Record] Italy extradites alleged Chinese state hacker to US (https://therecord.media/italy-extradites-chinese-state-hacker-to-us)

2. [Infosecurity Magazine] US Sanctions Target Cambodian Scam Network Leaders (https://www.infosecurity-magazine.com/news/us-sanctions-cambodian-scam/)

3. [BleepingComputer] Home security giant ADT data breach affects 5.5 million people (https://www.bleepingcomputer.com/news/security/home-security-giant-adt-data-
breach-affects-55-million-people/)

https://therecord.media/italy-extradites-chinese-state-hacker-to-us
https://www.infosecurity-magazine.com/news/us-sanctions-cambodian-scam/
https://www.bleepingcomputer.com/news/security/home-security-giant-adt-data-breach-affects-55-million-people/
https://www.bleepingcomputer.com/news/security/home-security-giant-adt-data-breach-affects-55-million-people/


🔬 Structural Research Intelligence

S T R AT E G I C  T H R E AT  A C T O R  D O S S I E R

UNC6780 (TeamPCP)
Origin: East Asia (State-Linked)

UNC6780 specializes in 'Upstream Subversion,' targeting the software supply chain
through the compromise of developer tools, CI/CD pipelines, and open-source
repositories. They utilize the SANDCLOCK credential stealer, which is designed to
identify and exfiltrate secrets from environment variables, configuration files, and
password managers. Their latest tactic involves the 'CanisterSprawl' npm worm,
which automates the propagation of malicious code within containerized
environments.

UNC6780 represents a tier of 'Industrialized Espionage' that

focuses on the 'Means of Production' (software development)

rather than the 'End Product.' By compromising tools like

Checkmarx and Bitwarden CLI, they gain a force-multiplier

effect, allowing them to compromise thousands of downstream

targets with a single upstream intrusion. Their 26-day

'operational pause' suggests a highly disciplined actor that takes

time to analyze exfiltrated data before launching the next phase

of an attack.

C O U N T R Y  C Y B E R  D E F E N S E  &  S T R AT E G I C  P R O F I L E

INDIA

Strategic Posture:

India's cybersecurity strategy is anchored in the principle of 'Strategic

Autonomy,' seeking to build a self-reliant digital ecosystem while

navigating complex regional rivalries. The National Cyber Security Policy

aims to protect the nation's critical information infrastructure (CII)

through a multi-layered defensive architecture. New Delhi views

cyberspace as a sovereign domain, emphasizing the localization of data

and the development of indigenous security technologies to reduce

dependence on foreign vendors. This posture is increasingly proactive,

with a focus on 'Active Cyber Defense' to deter state-sponsored actors

targeting India's rapidly digitizing economy and critical sectors like

energy and finance.

DEFENSIVE EFFORTS & GUIDELINES

🛡️ CERT-In (Indian Computer Emergency Response Team)
provides 24/7 incident response and threat intelligence
sharing across the national digital landscape.

🛡️ NCIIPC (National Critical Information Infrastructure
Protection Centre) focuses on the resilience of the six
'Critical Sectors,' including Power, Banking, and
Government.

🛡️ The 'Cyber Swachhta Kendra' initiative provides
automated botnet cleaning and malware analysis tools to
citizens and small businesses.

NATIONAL FRAMEWORKS

India's defensive framework is governed by the Information

Technology Act and the recently enacted Digital Personal Data

Protection (DPDP) Act, which mandates strict data handling and

breach notification protocols. The National Cyber Security

Strategy (NCSS) coordinates efforts between the National Security

Council Secretariat (NSCS) and various sectoral regulators like the

RBI and SEBI. These frameworks emphasize 'Security by Design'

and regular mandatory audits for all entities handling sensitive

national or personal data.

REGIONAL & GLOBAL IMPACT



The Anatomy of 'CanisterSprawl': Automating the
Infection of the Dependency Graph
The discovery of the 'CanisterSprawl' npm worm by SANS ISC

researchers marks a pivotal moment in the evolution of supply

chain attacks. For years, supply chain compromises were largely

manual affairs: an attacker would compromise a single package and

wait for users to download it. CanisterSprawl changes this dynamic

by introducing 'Self-Propagating Logic' into the npm ecosystem. The

worm operates by identifying the `package.json` files of any project

it is included in and automatically attempting to inject itself into the

project's dependencies. Technically, the worm leverages the

`postinstall` script hook—a legitimate npm feature—to execute a

payload that scans the local file system for other Node.js projects.

Once a project is identified, the worm modifies the dependency tree

to include a malicious 'sibling' package hosted on a private or public

registry. This creates a 'Cascade Effect,' where a single infected

developer machine can potentially poison every project that

developer touches. The Bureau's analysis of the CanisterSprawl

payload reveals a sophisticated 'Environment Awareness' module.

Before executing its primary C2 logic, the worm checks for the

presence of CI/CD environments (e.g., GitHub Actions, GitLab CI,

Jenkins). If a CI/CD environment is detected, the worm pivots from

simple data theft to 'Pipeline Subversion,' attempting to inject

malicious code into the build artifacts themselves. This allows the

attacker to ship 'Backdoored-by-Design' software to the end-user

without the developer ever knowing. The integration of the

'SANDCLOCK' stealer within this framework allows the worm to

harvest the very credentials needed to publish these malicious

updates to legitimate registries. This creates a closed-loop system of

infection and propagation. Traditional SCA (Software Composition

Analysis) tools are often ill-equipped to handle this, as they focus on

known vulnerabilities rather than active, self-modifying malicious

logic. To counter this threat, organizations must implement 'Strict

Dependency Pinning' and utilize 'Content Addressable Storage' for

all third-party modules. Furthermore, the use of 'Ephemeral Build

Environments'—where the build container is destroyed after every

run—is essential to prevent the worm from maintaining persistence

within the pipeline. The 'CanisterSprawl' campaign is a stark

reminder that in the modern development world, your

dependencies are your perimeter.

1. [SANS ISC] TeamPCP Supply Chain Campaign: Update 008 (https://isc.sans.edu/diary/30862)

2. [BleepingComputer] PyPI package with 1.1M monthly downloads hacked to push infostealer (https://www.bleepingcomputer.com/news/security/pypi-package-with-11m-monthly-downloads-
hacked-to-push-infostealer/)

3. [The Cyber Tribune Bureau] National Cyber Security Strategy of India (Analysis) (https://cybertribune.com/analysis/india-strategy-2026)

As a global technology hub, India's cybersecurity posture has

significant implications for South Asian stability. Its efforts to

secure its digital supply chain serve as a benchmark for other

emerging economies. India's leadership in international forums

like the Quad's Senior Cyber Group underscores its commitment to

a 'Free and Open Indo-Pacific,' where cyber capabilities are used

for collective security rather than coercive statecraft.

https://isc.sans.edu/diary/30862
https://www.bleepingcomputer.com/news/security/pypi-package-with-11m-monthly-downloads-hacked-to-push-infostealer/
https://www.bleepingcomputer.com/news/security/pypi-package-with-11m-monthly-downloads-hacked-to-push-infostealer/
https://cybertribune.com/analysis/india-strategy-2026


🔮 Futures · Predictive Intelligence

"The most dangerous vulnerability is not a bug in the software, but the assumption that the person on the other side of the screen is who they
claim to be."

A I  I N T E L L I G ENC E  D E SK

The $2.1 Billion Scam Economy: AI as
the Engine of Social Engineering
The FTC's disclosure that Americans lost over $2.1 billion to social

media scams in 2025 represents a critical failure in the 'Human-AI

Trust Gap.' The Bureau assesses that this massive loss is not merely

the result of increased volume, but a qualitative shift in the

'Sophistication of the Lure.' Threat actors are now utilizing Large

Language Models (LLMs) to generate context-aware, emotionally

resonant social engineering scripts that bypass traditional 'red flag'

detection. The 'Snow' malware campaign's use of Microsoft Teams

help-desk impersonation is a prime example of this trend. By using

AI to mimic the tone and technical jargon of a corporate IT

department, attackers can convince even tech-savvy employees to

install malicious 'support tools.' Furthermore, the rise of 'Deepfake-

as-a-Service' (DaaS) allows low-tier actors to utilize high-fidelity

voice and video clones in real-time, making 'Pig Butchering' and

'CEO Fraud' more effective than ever. The Bureau notes that the

current defensive AI landscape—focused on content moderation

and signature-based detection—is fundamentally misaligned with

this threat. We are moving from an era of 'Malicious Code' to an era

of 'Malicious Intent,' where the code itself may be legitimate (e.g., a

remote desktop tool), but the intent behind its deployment is

fraudulent. AI vendors like OpenAI and Anthropic must move

beyond simple 'Safety Filters' and toward 'Behavioral Intent

Analysis,' where the model can identify the patterns of a social

engineering campaign in progress. Organizations must also

implement 'Out-of-Band Verification' for all high-value requests,

ST RAT EG I C  HOR I ZON

6 - 1 2  MON TH S

The Emergence of 'Identity-as-a-Perimeter' (IaaP)

The Bureau predicts that the next 12 months will see the total collapse of the

'Network Perimeter' as a viable security concept. The success of the TeamPCP

and Snow campaigns proves that once an attacker compromises a 'Trusted

Identity'—whether a developer, a help-desk worker, or a service account—the

network security layer becomes irrelevant. We will see a shift toward

'Identity-as-a-Perimeter' (IaaP), where every single action within an

enterprise environment is continuously verified against a 'Behavioral

Baseline.' This will require the integration of AI-driven 'Identity Threat

Detection and Response' (ITDR) tools that can identify subtle deviations in

how a user interacts with SaaS platforms like Microsoft 365 or GitHub. The

'CanisterSprawl' worm's ability to move laterally through the dependency

graph will force organizations to treat 'Code Identity' with the same rigor as

'User Identity.' We anticipate the rise of 'Identity-Bound Dependencies,' where

a package can only be executed if it is signed by a verified, multi-factor-

authenticated developer identity. The 'Human-AI Trust Gap' will remain the

primary battleground, as state-sponsored actors begin to use 'AI Personas' to

maintain long-term, low-noise persistence within corporate collaboration

tools.



acknowledging that any digital communication, regardless of the

platform, can be perfectly spoofed by an AI-enabled adversary.

Score: CRITICAL: AI-driven social engineering is the primary
driver of the $2B+ fraud economy.

1. [BleepingComputer] FTC: Americans lost over $2.1 billion to social media scams in 2025 (https://www.bleepingcomputer.com/news/security/ftc-americans-lost-over-21-billion-to-social-
media-scams-in-2025/)

2. [The Record] Hackers impersonate Microsoft Teams help desk to breach corporate networks (https://therecord.media/hackers-impersonate-microsoft-teams-help-desk)
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