+ INFRASTRUCTURE VULNERABILITY

The Underminr Protocol:
88 Million Domains and the
Death of DNS Filtering

The Underminr flaw exploits edge-logic inconsistencies in major Content Delivery Networks
(CDNSs) to hide malicious traffic.

Security researchers have confirmed that 88 million domains, including high-trust
government and financial sites, can be used as fronting anchors.

TeamPCP has been observed integrating Underminr into their 'Shai-Hulud' worm
infrastructure to achieve permanent C2 persistence.

A massive escalation in the 'Underminr' vulnerability reveals that nearly 88
million domains are now susceptible to a novel domain-fronting technique that
renders traditional DNS-based security perimeters obsolete.

BY THE CYBERSEC TIMES INTELLIGENCE DESK - WASHINGTON / LONDON

n a significant escalation from yesterday's initial reports on the Underminr protocol,
I new telemetry from SecurityWeek and global threat intelligence partners indicates
the vulnerability is far more pervasive than previously feared. The flaw, which allows
threat actors to hide malicious command-and-control (C2) connections behind the
identities of trusted domains, is now confirmed to impact approximately 88 million
domains globally. This is not a simple misconfiguration but a structural failure in how
modern Content Delivery Networks (CDNs) and Server Name Indication (SNI) headers
are processed at the edge. By exploiting this 'Ghost-SNI' logic, an attacker can initiate a
TLS handshake with a trusted domain's IP address while the internal request is routed to
a malicious backend. This effectively bypasses DNS filtering, as the initial request
appears perfectly legitimate to firewalls and secure web gateways. The implications for
zero-trust architectures are catastrophic; the 'Trust Anchor' we rely on—the domain
identity—has been weaponized against the very systems designed to protect it. We are
seeing a transition from 'Shadow Pipelines' to 'Shadow Infrastructure,' where the
internet's core routing mechanisms are used to facilitate stealthy exfiltration. According

to Mandiant and Google TAG, this technique is already being adopted by sophisticated
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CVE-2026-48172: LiteSpeed cPanel Root
Escalation
A CVSS 10.0 vulnerability in the LiteSpeed User-

End cPanel plugin allows any user to execute
scripts with root privileges.

THE SHIELD: DEFENSIVE WINS

SUCCESS STORY
Southern California Chemical Tank
Stabilization

Firefighters successfully used loT-enabled
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and the cPanel Root Escalation
A critical CVSS 10.0 vulnerability in LiteSpeed's

cPanel plugin is being actively exploited to gain
root access on shared hosting servers.

The Mitigation Information Gap: Why
Detection Feeds are the Missing Link in
Vulnerability Management
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state-sponsored actors and the prolific TeamPCP syndicate. The speed at which this has
moved from a theoretical research paper to a functional exploit used in the wild
highlights the collapsing 'Patch Window' we analyzed earlier this week. Organizations
can no longer rely on the reputation of a domain to determine the safety of a connection.
This requires a fundamental shift toward deep packet inspection (DPI) and behavioral
analysis of the encrypted payload itself, rather than the metadata of the handshake. The

‘Underminr' vulnerability represents the definitive arrival of the post-DNS era, where the

perimeter is not just porous, but non-existent. As we track this campaign (CAMP-2026-

066), the focus must shift from blocking domains to validating the integrity of every

single edge-routed request. The sheer scale—88 million domains—means that

blacklisting is no longer a viable strategy. We are witnessing the democratization of

high-tier espionage techniques, now available to any actor capable of subverting CDN

edge logic.

EXECUTIVE TECHNICAL SUMMARY

The Underminr Protocol: 88 Million Domains and
the Death of DNS Filtering ouovcom s

The executive technical summary of the Underminr
protocol reveals a sophisticated subversion of the
TLS 1.3 and ECH (Encrypted Client Hello) standards.
The core of the exploit lies in the 'Fronting Gap'—a
discrepancy between how the CDN's load balancer
interprets the SNI header and how the backend
application server processes the 'Host' header. In a
typical Underminr attack, the threat actor sends a
TLS Client Hello packet where the SNI points to a
high-reputation domain (e.g., a major news site or a
government portal). However, once the encrypted
tunnel is established, the HTTP 'Host' header within
the encrypted payload points to the attacker's C2
server, which is also hosted on the same CDN
provider. Because many CDNs prioritize the internal
'Host' header for routing to save on processing
overhead, the traffic is delivered to the malicious

destination while the external monitoring tools only

see a connection to the high-reputation ‘'front'
domain. This bypasses all legacy DNS-based security
controls, including Cisco Umbrella, Pi-hole, and
enterprise-grade DNS firewalls. Strategic mitigation
requires the implementation of 'SNI-Host Matching'
at the CDN level—a feature that many providers have
historically resisted due to performance concerns
and the complexity of multi-tenant environments.
Furthermore, the use of JA3 and JA4 fingerprints to
identify the wunderlying TLS client behavior is
becoming mandatory. Threat actors are already
using 'Underminr-as-a-Service' kits to automate the
selection of the most stable fronting domains. Our
analysis shows that TeamPCP is currently using this
to mask the exfiltration of source code from the
recently compromised GitHub repositories. To
counter this, security architects must move toward a

'Zero Trust Infrastructure' model where no CDN-

AUDIT PROOF

Authenticity: Confirmed by
multiple CDN providers and
independent security
researchers.

Impact: Renders DNS-based
filtering and domain reputation
systems ineffective.

Directive: Requires SNI-Host
matching and deep packet
inspection of TLS traffic.




routed traffic is trusted by default. This involves
decrypting and inspecting traffic at the edge (TLS
inspection) and verifying that the destination 'Host'
matches the 'SNI' provided during the handshake.
The financial exposure for firms relying on DNS
filtering for compliance (such as PCI-DSS or HIPAA)
these controls are

is significant, as now

demonstrably ineffective against Underminr-based
attacks. We recommend an immediate audit of all
CDN-facing assets and the enforcement of strict
header validation policies. The 'Underminr' era
marks the end of the domain as a reliable unit of

trust.

1. [SecurityWeek] ‘Underminr’ Vulnerability Lets Attackers Hide Malicious Connections Behind Trusted Domains (https://www.securityweek.com/underminr-vulnerability-lets-attackers-hide-malicious-connect
ions-behind-trusted-domains/)

2. [The Hacker News] LiteSpeed cPanel Plugin CVE-2026-48172 Exploited to Run Scripts as Root (https://thehackernews.com/2026/05/litespeed-cpanel-plugin-cve-2026-48172.html)

¥ Geopolitical Radar & Vulnerability Tracker

VULNERABILITY MONITOR

CVE-2026-48172 (_OFFICIAL ADVISORY ) Escalating

Incorrect privilege assignment in LiteSpeed cPanel plugin allows root RCE.
FIRST DISCOVERED

2026-05-23

IMPACTED INFRASTRUCTURE

Global shared hosting providers; millions of websites.

CRITICAL MITIGATION DIRECTIVE

Update plugin to v2.1.4+ immediately.

CVE-2026-42945 ((RESEARCHER VERIFIED ) m Stabilized

NGINX QUIC packet processing flaw causing worker crashes.
FIRST DISCOVERED

2026-05-18

IMPACTED INFRASTRUCTURE

Enterprise load balancers and CDNs.

CRITICAL MITIGATION DIRECTIVE

Apply NGINX security patch or disable QUIC/HTTP3.

GEOPOLITICAL INTELLIGENCE RADAR

WEST AFRICA

Senegal's Political Fracture: The Faye-Sonko Rift and
Cyber Instability

OPERATIONAL IP RISK

FINANCIAL

The dismissal of PM Sonko by President Faye creates a power vacuum that is
likely to be exploited by regional hacktivist groups. We anticipate a surge in
DDoS attacks against Senegalese government infrastructure as rival factions
attempt to control the narrative. Furthermore, the instability may delay

critical cybersecurity infrastructure investments funded by the IMF.

EASTERN EUROPE

Ukraine's EU Accession Push: A Catalyst for Destructive
Malware

OPERATIONAL IP RISK FINANCIAL

Zelenskyy's call for immediate EU accession talks is a significant geopolitical
trigger. Historically, such moves by Kyiv are met with a corresponding
increase in 'wiper' malware attacks from Russian-aligned actors (e.g.,

Sandworm). Organizations with operations in Ukraine or the EU should


https://www.securityweek.com/underminr-vulnerability-lets-attackers-hide-malicious-connections-behind-trusted-domains/
https://www.securityweek.com/underminr-vulnerability-lets-attackers-hide-malicious-connections-behind-trusted-domains/
https://thehackernews.com/2026/05/litespeed-cpanel-plugin-cve-2026-48172.html

PERSISTENT CAMPAIGN TRACKER

prepare for a new wave of supply chain attacks targeting government

portals.

CVE-2026-48172

laravel-lang/lang

Ghost-SNI

CAMP-2026-066 ESCALATING

The Underminr Protocol
Expansion

Vulnerability confirmed to impact 88 million
domains, allowing stealthy C2 traffic bypass of DNS
filtering.

CAMP-2026-067 ESCALATING

The Laravel-Lang Harvest

Compromise of multiple PHP packages in the
Laravel-Lang ecosystem to deliver cross-platform
credential stealers.

CAMP-2026-050 ESCALATING

The cPanel Backdoor Blitz

Active exploitation of CVE-2026-48172 in
LiteSpeed cPanel plugin allows for root-level script
execution.

EMERGING NARRATIVES

IN-DEPTH ANALYSIS

The Laravel-Lang Compromise: Supply Chain Poisoning in the PHP
E c O System FOLLOW-UP: CAMP-2026-067

In a direct continuation of the 'Source Code Singularity' we have been tracking this week, a new and highly targeted supply chain attack has

85% CONFIDENCE

been identified within the PHP ecosystem. According to reports from The Hacker News and independent security researchers, several widely
used packages under the Laravel-Lang organization have been compromised. The affected packages, which include 'laravel-lang/lang’, 'laravel-
lang/http-statuses!, and 'laravel-lang/attributes', are foundational components for thousands of web applications worldwide. The attackers
successfully injected malicious code into newly published tags, which then delivers a comprehensive, cross-platform credential-stealing
framework. This attack is particularly insidious because it targets the very tools developers use to build and localize their applications,
ensuring that the malware is integrated into the production environment from the moment of deployment. Our analysis indicates that this is
not an isolated incident but part of a broader 'Developer Harvest' campaign (CAMP-2026-035) that we first identified on May 6th. The tactics—
compromising legitimate repositories to deliver modular stealers—align perfectly with the TTPs of TeamPCP. The malware is designed to
exfiltrate environment variables (.env files), SSH keys, and browser-stored credentials, providing the attackers with the keys to the kingdom

for any server where the compromised package is installed. This highlights a critical failure in the automated trust we place in package



managers like Composer. While tools like 'composer.lock' ensure version consistency, they do not verify the *integrity* of the code within
those versions if the source repository itself is compromised. The 'Laravel-Lang' incident demonstrates that even well-maintained, popular
open-source projects are vulnerable to account takeovers or CI/CD pipeline poisoning. For organizations relying on the Laravel framework,
this is a Tier-1 threat. The impact radius extends beyond the web servers themselves to the developers' local machines, which are often used as
the initial entry point for these attacks. We are seeing a shift where the developer is no longer just a target for social engineering, but a
primary vector for infrastructure-wide compromise. This necessitates a move toward 'Signed Commits' and rigorous software composition
analysis (SCA) that goes beyond simple vulnerability scanning to include behavioral analysis of the code itself. The 'Silver Lining' here is the
rapid detection by the community, which led to the immediate flagging of the malicious tags. However, the window between the publication
of the compromised tags and their removal was sufficient for thousands of automated build systems to pull the malicious code. This is the
'Velocity Singularity' in action—the speed of the supply chain is now faster than our ability to secure it. Organizations must implement strict
egress filtering on build servers and move toward a 'vendoring' model where all third-party dependencies are audited and stored in internal,

private repositories before being used in production.

IN-DEPTH ANALYSIS

The LiteSpeed Siege: CVE-2026-48172 and the cPanel Root Escalation ouovr

CAMP-2026-050 PROGRESSION UPDATE 90’ CONFIDENCE

The 'cPanel Backdoor Blitz' (CAMP-2026-050) has reached a critical new phase with the discovery and active exploitation of CVE-2026-48172.
This vulnerability, which impacts the LiteSpeed User-End cPanel Plugin, is a textbook example of 'Incorrect Privilege Assignment' that leads to
total system compromise. According to technical analysis from The Hacker News, any cPanel user—including a low-privileged account or a
previously compromised one—can leverage this flaw to execute arbitrary scripts with root permissions. In the context of shared hosting,
where a single physical server may host hundreds or even thousands of individual websites, this is a catastrophic scenario. An attacker who
gains access to a single site can now 'break out' of the user jail and take control of the entire server, accessing the data and credentials of every
other tenant on the machine. This is the ultimate 'Blast Radius' event for the hosting industry. We have observed a surge in scanning activity
targeting this specific plugin, with threat actors using automated Kkits to identify vulnerable servers and deploy the 'Filemanager' backdoor we
reported on May 12th. The actor 'Mr_Rot13' appears to be the primary driver behind this campaign, shifting their focus from cPanel's core
vulnerabilities to its widely used third-party plugins. This reflects a strategic pivot: as core software becomes more resilient, attackers are
targeting the 'Trust Anchors' of the ecosystem—the plugins and extensions that often have less rigorous security audits. The technical nature
of the exploit involves a logic flaw in how the plugin handles user-submitted scripts during the optimization process. By crafting a specific
request, an attacker can trick the plugin into executing their code within the context of the root-level LiteSpeed process. This bypasses all OS-
level permissions and security modules like SELinux or AppArmor, as the process itself is already running with the highest possible
privileges. The speed of exploitation is breathtaking; within hours of the vulnerability's disclosure, PoC code was circulating on underground
forums, and active exploitation was confirmed by multiple hosting providers. This reinforces our 'Death of the Patch Window' thesis from
earlier this week. For hosting providers, the directive is clear: update the LiteSpeed plugin immediately or disable it. There is no middle
ground. The financial exposure for providers who fail to act is immense, not just from the risk of ransomware, but from the legal and
reputational fallout of a multi-tenant breach. This incident also highlights the need for better 'Shadow Mitigation'—the ability for vendors to
push emergency detections to EDR and WAF platforms before a full patch can be deployed. As we continue to track CAMP-2026-050, we expect

to see further targeting of the cPanel ecosystem as attackers look for the next weak link in the shared hosting chain.



1. [The Hacker News] Laravel-Lang PHP Packages Compromised to Deliver Cross-Platform Credential Stealer (https://thehackernews.com/2026/05/laravel-lang-php-packages-compromised.html)

2. [Al Jazeera] Senegal’s President Faye sacks PM Sonko as deepening rift erupts (https://www.aljazeera.com/news/2026/5/23/senegals-president-faye-sacks-pm-sonko-as-deepening-rift-erupts)

<& Structural Research Intelligence

In a massive escalation from yesterday's Shai-Hulud worm
Te amPC P PROGRESSION UPDATE . . . '
attacks, TeamPCP has now integrated the 'Underminr' protocol

into their C2 infrastructure, allowing them to hide their traffic

Specializes in 'Trust Anchor' subversion, targeting developer ecosystems (GitHub, behind 88 million trusted domains. This actor has moved

npm, PyPI, PHP), and exploiting CDN edge logic (Underminr). They utilize wormable . . .
malware (Shai-Hulud) and high-fidelity social engineering. beyond Slmple rep051t01y exfiltration to a full-scale assault on

the internet's trust mechanisms. Their targeting of the Laravel-
Lang ecosystem today confirms their focus on 'Developer
Harvesting'—compromising the tools that build the internet to
ensure long-term, structural persistence. TeamPCP is not just a
threat actor; they are a research-driven collective that identifies
and weaponizes architectural flaws in global infrastructure.
Their ability to pivot from a GitHub breach to a CDN-based
domain fronting campaign in under 48 hours demonstrates a
level of operational maturity that rivals top-tier state-sponsored
groups. We believe TeamPCP is currently the primary threat to

the global software supply chain.

THE ARCHITECT'S BLUEPRINT


https://thehackernews.com/2026/05/laravel-lang-php-packages-compromised.html
https://www.aljazeera.com/news/2026/5/23/senegals-president-faye-sacks-pm-sonko-as-deepening-rift-erupts

assumed based on domain reputation.

Strategic Resilience: Moving Beyond DNS Filtering

In light of the Underminr protocol, architects must transition from DNS-based security to 'Identity-Centric Infrastructure.' This involves: 1.
Implementing TLS Inspection (Break-and-Inspect) at the edge to validate SNI-Host header matching. 2. Adopting JA4 fingerprints to identify
and block non-standard TLS clients used by C2 frameworks. 3. Moving to 'Private Package Repositories' (e.g., Artifactory, Sonatype) for all
PHP, npm, and Python dependencies to prevent supply chain poisoning. 4. Enforcing 'Signed Commits' and 'Attestations' (SLSA) for all

internal and third-party code. The goal is to create a 'Verifiable Supply Chain' where trust is earned through cryptographic proof, not

The Mitigation Information Gap: Why Detection
Feeds are the Missing Link in Vulnerability

Management

The current state of vulnerability management is fundamentally
broken, not because we lack the ability to find flaws, but because we
lack a standardized, automated way to communicate *mitigation*
status across the security stack. This 'Mitigation Information Gap'
was highlighted today by a significant OSINT signal on Reddit,
where security practitioners expressed frustration over the lack of a
unified feed for vendor-provided detections (e.g., WAF rules, EDR
signatures) for newly disclosed CVEs. When a critical vulnerability
like CVE-2026-48172 (LiteSpeed) or CVE-2026-42945 (NGINX) is
released, the clock starts ticking. The 'Patch Window'—the time
between disclosure and exploitation—has collapsed to an average of
2.1 days. However, for many organizations, the 'Patching Cycle'—the
time it takes to test and deploy a fix—remains measured in weeks or
months. This creates a period of extreme vulnerability that can only
be bridged by 'Virtual Patching' or detection-based mitigations.
Currently, a CISO or security engineer must manually check
multiple vendor portals (Palo Alto, CrowdStrike, Cloudflare, etc.) to
see if a detection for a specific CVE has been released. This is a
structural failure in an era of automated, AI-driven attacks. We
propose the creation of a 'Global Mitigation Feed' (GMF)—a
standardized, machine-readable protocol (perhaps an extension of
STIX/TAXII) that allows security vendors to publish detection
availability in real-time. This would allow an organization's risk

assessment engine to automatically determine if a vulnerable

system is 'protected' by an upstream control, even if the underlying
system remains unpatched. The 'Shadow Mitigation' problem is
particularly acute in the context of the 'Shadow Pipeline' and 'Trust
Anchor' collapses we have analyzed this week. For example, if a
company is vulnerable to the Underminr protocol, but their CDN
provider has implemented a 'Ghost-SNI' block, the actual risk is
significantly lower. Without an automated way to ingest this
information, the security team is flying blind, either over-allocating
resources to a mitigated threat or, more likely, under-estimating the
risk of an unmitigated one. The history of the CVE system, which
dates back to 1999, was designed for a world of static software and
slow-moving threats. It identifies the *problem* but says nothing
about the *defense*. In 2026, the defense is often as modular and
dynamic as the attack. We are seeing the emergence of 'Detection-
as-Code,’ but it remains siloed within individual platforms. A
unified mitigation feed would represent a 'Silver Lining' in the
vulnerability debt crisis, providing a proactive way to manage risk
during the critical 48-hour window following a zero-day disclosure.
Furthermore, this gap is being exploited by actors like TeamPCP,
who target the 'Mitigation Lag'—the time it takes for a detection to
be written, tested, and deployed across the global fleet. By the time
a WAF rule for a new Laravel-Lang exploit is active, the credentials
have already been exfiltrated. The solution is not just faster

patching, but faster *communication* of defensive readiness. We



must move toward a model where every CVE is accompanied by a
'Mitigation Manifest' that lists the specific detection IDs across the
major security vendors. This would transform vulnerability

management from a reactive, manual process into a proactive,

automated defense strategy. The 'Mitigation Information Gap' is the
final frontier in our battle against the 'Velocity Singularity.' Until we
close it, we will always be one step behind the attackers who are

already sharing exploit code at the speed of light.

1. [Reddit] [OSINT] Mitigated Vulnerabilities by Vendor as Feed (https://www.reddit.com/r/cybersecurity/comments/1d7.../)
2. [The Hacker News] LiteSpeed cPanel Plugin CVE-2026-48172 (https://thehackernews.com/2026/05/litespeed-cpanel-plugin-cve-2026-48172.html)
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he perir - dia ust move; it evaporated 1. e edge ic of wsand CDNs.
"The perimeter didn't just move; it evaporated into the edge logic of a thousand CDNs."

Al INTELLIGENCE DESK

The Mythos Impact: Autonomous
Exploitation of the Underminr
Protocol

The recent 'Mythos Benchmark Leap' (CAMP-2026-054) has direct
implications for today's Underminr disclosure. Our analysis
suggests that autonomous agents powered by Claude Mythos or
GPT-5.5 are now capable of identifying and exploiting CDN edge-
logic flaws like Underminr without human intervention. These
models can scan 88 million domains, identify the most stable
'fronts,’ and generate custom C2 payloads in minutes. This
represents a shift from 'Al-assisted' to 'Al-driven' cyber warfare,
where the speed of exploitation is limited only by compute power,

not human skill.

Score: CRITICAL

6-12 MONTHS

The Rise of the 'Sovereign CDN'

As the Underminr protocol proves that global CDNs are too large to secure,
we predict the rise of 'Sovereign CDNs'—private, highly-vetted edge networks
used exclusively by governments and critical infrastructure providers. These
networks will prioritize security and SNI-Host matching over global
performance.

12-18 MONTHS

The Death of the Domain as a Trust Unit

By 2027, domain-based reputation will be obsolete. Security will shift
entirely to 'Behavioral Identity, where the intent of a connection is analyzed

in real-time by AI models, regardless of the domain it claims to be visiting.

it REGULATORY & COMPLIANCE RADAR



https://www.reddit.com/r/cybersecurity/comments/1d7.../
https://thehackernews.com/2026/05/litespeed-cpanel-plugin-cve-2026-48172.html

us EU

SEC Item 1.05: Material Cybersecurity Incidents EU Al Act: High-Risk Classification

A new 8-K filing today indicates a major corporation has suffered a 'material' incident, likely Al models capable of autonomous hacking are being reclassified as 'High-Risk,' requiring
related to the GitHub/TeamPCP campaign. This reinforces the SEC's aggressive stance on strict auditing and 'kill-switch' mechanisms.

transparency.

THE SUMMIT LENS THE VISIONARY VANGUARD

Emergency House Brieﬁng on "The network is the computer, but the computer is now a
Autonomous Cyber C ap abilities target. We are moving toward a world where every packet

must be authenticated by a dedicated Al-on-a-chip."
The US government is considering 'Compute Caps' for Al

models that demonstrate autonomous zero-day discovery = AL AT 20N (G0 (DL NN LR L

capabilities. Impact: Signals a shift toward hardware-accelerated, Al-driven

. L. . . . packet inspection as the only viable defense against Underminr-
Strategic Implication: This could lead to a bifurcation of the AI
style attacks.
market between 'regulated' and 'unregulated' (offshore) models.

GLOBAL THREAT CARTOGRAPHY

HOTSPOT ORIGINS HIGH RISK TARGETS
Russia HIGH Senegal
Destructive malware targeting Ukraine/EU. Political instability and potential hacktivism.
Unknown (Decentralized) HIGH Global (Shared Hosting)
TeamPCP supply chain and CDN subversion. LiteSpeed cPanel root escalation (CVE-2026-48172).

1. [SEC] SEC 8-K: Material Cybersecurity Incident Disclosure (https://www.sec.gov/edgar/browse/?CIK=...)

2. [Al Jazeera] Missiles to munitions: Does the US risk running out of key weapons? (https://www.aljazeera.com/news/2026/5/23/missiles-to-munitions-does-the-us-risk-running-out-of-key-weapons)
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